

	
	
	



General Data Protection Regulation (GDPR) policy
ASDAN collects and uses personal information to conduct business activities involving students, customers, suppliers, partners, employees, and other stakeholders. This policy sets out ASDAN’s approach to data collection, processing, and storage, ensuring compliance with data protection laws and safeguarding the rights of individuals. This policy applies to all employees, contractors, suppliers, and individuals acting on behalf of ASDAN.
ASDAN is committed to protecting personal data, ensuring that it is processed lawfully, fairly, and transparently. This policy outlines ASDAN’s data protection standards, in line with legal obligations, and supports a culture of accountability and security.
Why this policy exists
This policy ensures that ASDAN:
· Complies with the General Data Protection Regulation (GDPR) and any other applicable data protection laws.
· Protects the rights of employees, customers, and partners.
· Operates transparently in how it stores, processes, and shares personal data.
· Safeguards against data breaches and maintains trust with stakeholders.
GDPR principles
Article five of GDPR requires that personal data be:
· Lawful, fair, and transparent
Processed lawfully, fairly, and transparently in relation to individuals.
· Purpose-limited
Collected for specific, explicit, and legitimate purposes and not processed in ways incompatible with those purposes.
· Data-minimised
Adequate, relevant, and limited to what is necessary for processing purposes.
· Accurate
Accurate and, where necessary, kept up to date.
· Storage-limited
Retained only as long as necessary and erased or anonymised when no longer needed.
· Secure
Processed with appropriate security to prevent unauthorised access, accidental loss, destruction, or damage. The data controller is responsible for demonstrating compliance with these principles.
Individual rights under GDPR
GDPR provides the following rights for individuals, which ASDAN will respect and uphold:
1. Right to be informed – Individuals must know how their data is being used.
2. Right of access – Individuals may request access to their data.
3. Right to rectification – Individuals can have inaccurate data corrected.
4. Right to erasure – Individuals can request data deletion, where applicable.
5. Right to restrict processing – Individuals may limit the use of their data.
6. Right to data portability – Individuals can transfer their data to other services.
7. Right to object – Individuals can object to data processing.
8. Rights related to automated decision-making – Protection against decisions made solely by automated processes.
Scope of data collection and storage
This policy applies to all personal data ASDAN holds, including names, addresses, email addresses, phone numbers, dates of birth, and any other data that can identify an individual.
Data protection risks 
This policy mitigates risks to ASDAN’s reputation, legal standing, and stakeholder trust, including:
Confidentiality breaches
Unlawful or accidental sharing of sensitive information.
Reputational damage
Loss of trust if data is improperly handled.
Failure to comply
Non-compliance with GDPR, leading to legal or financial penalties.
Responsibilities
Data protection is a shared responsibility across ASDAN; however, specific roles include:
Trustees
Ensure a compliant GDPR policy is in place.
Appointed Directors
Oversee GDPR adherence and fulfill legal obligations. They are responsible for:
· Informing and advising ASDAN on GDPR compliance.
· Monitoring data protection practices.
· Handling subject access requests and responding within 30 days.
· Providing GDPR training.
· Ensuring security standards are met, including regular checks and assessments of data systems and third-party services.
Communications team
Reviews data protection statements for public communications.
Employee responsibilities
All employees must:
· Access personal data only as necessary.
· Use strong passwords and keep data secure.
· Report any data breaches immediately to the DPO.
· Keep data up to date and delete when no longer necessary.
Data storage and security
ASDAN uses secure storage methods to safeguard personal data, both physically and electronically:
Paper storage
Securely stored in locked cabinets; disposed of by shredding when no longer needed.
Electronic storage
Stored on secure servers, with daily backups and encryption protocols.
Data accuracy
Employees are responsible for ensuring data is accurate and updated. Procedures for updating records are in place to support accuracy and minimise risk of outdated information.
Subject Access Requests (SARs)
Individuals have the right to access personal data held by ASDAN. SARs must be submitted in writing to info@asdan.org.uk, addressed to the Director of Infrastructure and Finance. They will verify the identity of the requester before sharing information within 30 days. SAR outcomes and communication will be documented in an Information Request Log.
Privacy Impact Assessments (PIAs)
ASDAN conducts PIAs for new projects involving personal data to assess and mitigate potential privacy risks, ensuring GDPR compliance and data protection by design.
Data sharing and disclosure
In limited circumstances, data may be shared with law enforcement agencies without data subject consent if legally required. All such disclosures will be reviewed by the DPO and legal advisors to ensure compliance.
Privacy notice
ASDAN maintains a Privacy Notice explaining:
· How data is used.
· Individual rights under GDPR.
· Any third parties with whom data is shared. This notice is available to all individuals whose data is processed by ASDAN.
Breach notification and response
A personal data breach is any security incident leading to accidental or unlawful destruction, loss, alteration, or unauthorised access to personal data. Employees are required to follow ASDAN’s Breach Procedure, promptly reporting breaches to the Director of Infrastructure and Finance, who will assess the impact and notify the Information Commissioner’s Office (ICO) within 72 hours if required.
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